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The portable DIGITTRADE HIGH SECURITY HDD is currently
the best solution to save data at a high standard of security and mobility.

ﬂ All data is stored in real-time by a 128 or 285 bit full disk encryption according to AES in ECB mode.

‘ﬁ. Authentication according to two factors :
- Factor 1 (Having): verifies, if the user has a smartcard with the correct AES key.
- Factor 2 (Knowing): verifies, if the user knows the correct B-digit PIM and conseqguently is authorized
to use this smaricard.

ﬂ Serially the HDD is delivered with two smartcards Atmel CryptoMemory® ATSESCO104C. This offers enough
security in everyday life.

The AES key is stored on the smartcard and cannot be read out from enclosure or HDD in case of loss or thedt.
The HDDs are bootable and are independent of any operating system
ﬂ The implemented 2.5" SATA HDD makes the maobile data safe small and handy.
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RS256 external hard drive 1, 2 and 4 TBSSD encrypted with harcware encryption, RFID
token, secure storage medium, robust aluminum housing, silver
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KOBRA STICK VS (KSVS-1FF)

Encrypted USB-C flash drive

Approved by
German Federal Office up to
EU RESTRICTED /
NATO RESTRICTED
and German V5-NID
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Full-Disk Encrypfion
256-bit AES full-disk hardware encryption in X15 mode
using two 256-bit crypto keys

i Access Control

Two-factor authentication via smartcard and PIN
according to the panciplehaving and knowing'

Crypto Key Management
Adrministrotion of the cryptographic keys by the Users:
Create, Modify and Destroy

smartcard + PIM

L 3 KOBRA VS Device
Full Disk Encrypfion

FESﬁ storage
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) Pigin Cofa Transmission |_/ Encrypted Data Transmissen

Approved by the German Federal Office for Information Security (BSI)
for government classified information up to NATO RESTRICTED and EU RESTRICTED

KOBRA STICK VS (KSVS-1FF) iz an encrypfed USB-C Memory Stick that comresponds, occording fo the Germon Federal Office faor
Informafion Secunty (B3I, to the cument state of technology. The KOBRA STICK VS enables the GOPR compliant data storage, data
retention and secure fransport of classified data up to the classification level of V5-MID [German public sector classification],
RESTREIMT UE/EU RESTRICTED and MATO RESTRICTED for authonties and companies. In addition to DIGITTRADE Smartcards. existing
FKl-based company ID-, Service- and Troop ID Cards can be used for authentication. In terms of confidentiality, all dota stored on
the EOBRA STICK VS s protected ogainst unauthorzed occess in cose of loss or theft of the device.

Security Features:
« Distribution of roles between odministrator and user
+ Manogement software Kobra Client V5

+ BExernal generation and caolculation of crypto-keys on
the smortcard

« Auvtomatic encryption of all data in real-time

v Avtomatic formotting after key change

+ Read-Only Mode mechanizm

« Time out funchon {1 to 30min)

v |lock-Out and Quick-Out funchions

v Sturdy metal housing protected against splosh water

Optional configurations:

v los=er engraving of logo, inventory numibers, scanable
&R codes, designations or similar occording to customer

« Custom USE VID, PID & Senal Number

v |ntegration of other PKl-based ID cards or smartcards
of the client

« Windows Toc Go

+ pSLC memorny

Security certificates:

v Approved by B3l for German W3-HD,
RESTREIMT UE/EU RESTRICTED and MATO RESTRICTED -
BEI-WEA-10338

Technical information:
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Integrated power supply

Execution of many functions without PC connection
Simple operation, maintenance and support free
Modem USE-C connection

Compatible with USE 3.0 & 20

Operatfing system independent ond bootable

Mo performance mitations

Read/fwrite speed: up to 120 MB/=s

Caopacities: 1& GB to 512 GB MLC memory
Smartcard in chip card format

Up to 10 smarcards (PKl cards) con be integrated
Weight: 81 g

Dimensions: 84 cmx 2,7 cmx 1,4 cm

Scope of delivery:

KOBRA Stick VS [KSVS-1FF),

Smartcard [optional), USB-C to USB-C cable,
USB-C to USE 3.0 Type-A cable, Quick-3tart-Guide
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